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APPENDIX

Let o denote a non-e result. Let C = dom(7).

Must-Analysis

Lemma A.1. For all T'y, T'y, if bgep I'1 and Fyep T'a, then Fyep I'y © Ta.

Proof: Assume the opposite. Then, for some C' and C, C' € dep(C), T'(C) =1, and T'(C') = o, where ' =Ty ® T'5. By
definition of ®, I'1(C) = I's(C) = L. But then, since Fgep I'j, T';(C") =1 for all C" € dep(C). Therefore T'(C") =1 for all
C" € dep(C) (including in particular C') by definition of ®, a contradiction. O

Lemma 7.3 (dep-consistency preservation) For all T, I, t, pc and ¢', if

i) pcET{t}I": 0

ii) Fgep T
then

iii) Fgep IV,

iv) VC.C € dep(t) = I"*(C) =1, if t = a for some a

v) VO.T°(C) £ T5(C) = C € dep(t), if t = a for some a
holds.

Proof for a: By mutual induction in the height j of the typing derivation of each of ¢, ¢ and i.

Base e: Two cases to consider.

(NUM.) : Then e = n for some n.
IV =T, so iii) holds.
dep(n) =0, so iv) and v) hold.
(VAR}) : Same argument as in (NUM.) case.
Base ¢: Two cases to consider.
(INIT-T1) : Then e = C {i} = 7(C).
IV =T, so iii) holds.
From ii) and T'(C) = 1, we get that iv) and v) hold.
(INIT-S-T+) : Same argument as in (INIT-T}-) case.

Base i: No case to consider.

We now assume Lemma 7.3 holds for e, ¢ and ¢ with typing derivation height < n. This is our induction hypothesis,
(IH). We must show that Lemma 7.3 holds for e, ¢ and ¢ with typing derivation height n + 1.

Inductive step e: Three cases to consider.

(FIELDt) : Then e = C.z for some C.zx.
By i), pc T {r(C)} T : 1.
By (IH), iii) holds.
Also, dep(C.x) = dep(7(C)).
So by (IH), iv) and v) holds.
(OP-T+) : Then e = e; @7 ez for some e;, e3 and operator &r.
With ¢/ = 41 Ufg, by l), pc H F{@l}Fl : Zl.
By (IH), F4ep I'1 holds.
By i), pcFT1{e2} T" : L5.
By (IH), F4ep I' holds.
So iii) holds.
By (IH), VC € dep(e;).T'1(C) =L
Also by (IH), VC.T'1*(C) #I5(C) = C &€ dep(ey).
From Lemma 7.2, we get VC € dep(ey).IV(C) = 1.
By (IH), VC € dep(e2).T'1(C) =1L
Also by (IH), VC.T"*(C) # I'1*(C) = C € dep(ez).
Since dep(e) = dep(e1) U dep(ez), iv) and v) hold.
(OP-Pp) : Near-identical argument as in (OP-T.) case.
Inductive step c¢: Three cases to consider.
(INIT-F) : Then ¢ = C {i} = 7(C).
By i), pcUT(C)UT*(C) FT[C —*B] {i} I'[C —* B] : {;, where ¢/ = {; UT"[C —* B].
Here, I' =T"[C — (1, pc, ¢;)].
By (IH), Fgep I'"'[C +—* B].
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Also by (IH), VC € dep(i).T"[C —* B](C) = L.
Also by (IH), VC.T"[C +* B]*(C)) # T'[C —*° B] = C € dep(i).
By the definition of I", iii), iv) and v) hold.
(INIT-S-FT+-) : Argument similar in style as in (INIT-F-) case.
(INIT-S-FF+-) : Argument similar in style as in (INIT-F-) case.
Inductive step i: One case to consider.
(INITL) : Then i = C.zy :=eq;...;C.xp = ep.
By 1), UZ;} l,UpcetTg 1{eg}q: ¢, for all ¢ from 1 to k.
Induction in k.
Base: Here, k£ = 0, so ¢ = skip.
iii), iv) and v) follow since IV =T and dep(i) = 0.
Inductive step: Assume Lemma 7.3 holds for £ < m. This is our induction hypothesis (IH),. We must show
that Lemma 7.3 holds for k =m + 1.
By (IH)k, Fdep Fm.
Now, '), 1 =TV,
By (IH), Fgep I'. So iii) holds.
By (IH), VO e dep(C.zy :=ey;...;C.xy = ey) .Fms(é) =1
Also, VC .T,,[C —3 B]*(C) £ '[C =5 B]*(C) =
C € dep(C.xy :=e1;...;Cay = eg).
By (IH), VC € dep(emi1)-Tmi1*(C) =1
Also, YC'.T,,11[C —5 B]*(C) # Tp[C =5 B (C) =
Ce dep(em+1). o Cxyg = eg.
Since dep(i) = dep(C.x1 :=e3;...;C.axg := er) Udep(C.pi1 = €my1), dep(C.Zmi1 := €mi1) = dep(em+1),
and '), C T',,41, iv) and v) follow from (IH).
[l

Proof sketch for s: As for a, the proof for s is by induction in the height j of the typing derivation of s. For s,
all we need in the future is to be certain that invariant 4, I' is preserved as the type system threads I' through
statements, that is, that iii) holds. The definition of dep(-) could be extended to a homomorphism on s, in which case
v) would hold for s. However, iv) will not hold for s, as evidenced for instance by if h then C.z := 0 else skip;
this s depends on C, but C' is not necessarily initialized after a successful run of s. The cultprit is the © operator
— the only means by which I' changes in the statement typing rules. Thus, the (IF-), (TRY\) and (WHILE.), the
only rules using the © operator, constitute the only interesting cases in this proof. As the semantics and typing of
while statements can be viewed as a combination of sequential composition and if statements, the interesting
cases become the (IF.), (TRY}-) and (SEQ.) rules, which we prove here.

Assume Lemma 7.3 holds for s with typing derivation height < n. This is our induction hypothesis, (IH). We
must show that Lemma 7.3 holds for s with typing derivation height n + 1.

Inductive step: Three (interesting) cases to consider.

(SEQp): Then s = s1; s, for some s; and ss.
By l), pc FT {31}F1 : 61 and pec 61 F Fl {52} I 62, where ¢ = 61 [ 62.
By (IH), Faep I'1-
Again by (IH), Fqep I".
So iii) holds.

(IFL): Then s = if e then sy else so, for some e, s; and s».
By i), pc - F{e}f‘ 0 pe uéu Ivi(e) f‘{sl}Fl : 01 and pc nyan Ivi(e) f{sz}Fz : 03, where ¢/ = ¢, U ¥y and
I"=T1 .
By Lemma 7.3 for a, Faep L.
By (IH), Fgep I't and Fgep I'a.
By Lemma A.1, Fgep IV.
So iii) holds.

(TRY\): Then s = try s; catch ss, for some s; and ss.
By Z), pc = F{Sl}l—‘l : 61 and pc Uel FT @Fl {SQ}FQ : 62, where 0= (2 and IV = Fl O] PQ.
By (IH), Fgep I'1.
By Lemma A.l, Fgep [ O T
By (IH), l_dep FQ.
By Lemma A.1, Fgep I't ® T'a.
So iii) holds.
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U
It is easy to see, by investigating the type resp. semantics rules that introduce and eliminate a C' — B into I"®
resp. o, that the following two lemmas hold.

Lemma A.2. Forall T, T/, t,if =T {t}T’: _, then for all C, I5(C) =B <= I'"*(C) =B.
Lemma A.3. Forall o, o', t, if (0,t) = (¢/,_), then for all C, 0(C') =B <= ¢'(C) =B.

Lemma 7.4 (agreement preservation) For all T, I, ¢, pc and ¢', if
i) pcET{t}I": 0
ll) |_dep F, |_dep ag, I ':dep g
iii) (o,t) = (o', R)
then
iZ)) l_dep o’
v) R#O = I ):depO'/
holds.
Proof for a: By mutual induction in the height j of the typing derivation of each of e, ¢ and .
Base e: Two cases to consider.
(NUM.) : Then e = n for some n.
Only (NUMs,) can establish 7ii).
By this rule, o’/ = 0.
So iv) holds.
By (Nump), I" =T
By ii), IV |=qep 0.
So v) holds.
(VAR}) : Same argument as in (NUM.-) case.
Base ¢: Two cases to consider.
(INIT-T1) : Then e = C {i} = 7(C).
By (INIT-T,-), IV =T.
By ii) and since I'(C') = 1, only (INIT-T- ) can conclude iii).
(INIT-T.) gives o’ = 0.
So iv) holds.
By ii), I' |=qep 0.
So v) holds.
(INIT-S-T+-) : Same argument as in (INIT-Ty-) case.

Base i: No cases to consider.

We now assume Lemma 7.4 holds for e, ¢ and i with typing derivation height < n. This is our induction hypothesis,
(IH). We must show that Lemma 7.4 holds for e, ¢ and ¢ with typing derivation height n + 1.

Inductive step e: Three cases to consider.

(FIELDL) : Then e = C.x for some field C.x.

Let (o, 7(C)) = (o', I).

By i), pc T {r(C)} T : £'.

Case on I.

I = e: Then (FIELD-E-,) was used to establish iii).
By (FIELD-E-,), R = e.
So v) holds vacuously.
By (IH), Fgep 0.
So iv) holds.

I =1: Then (FIELD-OK..) was used to establish iii).
By (FIELD-OK..), R = ¢/(C.x).
By (IH), Fgep 0" and I =qep 0.
So iv) and v) hold.

(OP-Tt) : Then e = e; ® ey for some e; and some total operator &.
By i) we have pc T {e1}T'y : £ and pc FT'; {ex} I : {5 for some T’y and ¢; where ¢/ = {1 Ul {5.
Case on the rule used to establish iii).

(OP-EL.): Then (o0,e1) = (0, o).
Since R = e, v) holds vacuously.
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By (IH), v) holds.
(OP-ER-): Then (o,e1) = (o1,n1) and (o1, e32) = (o', ®).
Since R = e, v) holds vacuously.
By Lemma 7.3 and by (IH), Fgep I'1, Fdep 01 and T'y =qgep 01-
By (IH), iv) holds.
(OP-OK=,): Then (o,e1) = (01,n1) and (o1, e3) = (o', n2), where n = ny ® no.
By Lemma 7.3 and by (IH), Fgep I'1, Fdep 01 and I'y =qep 01
By (IH), iv) and v) holds.

(OP-Pr) : Then e = e; @ ey for some e; and some partial operator @. Case on the rule used to establish iii).
All cases and proofs thereof are the same as for the (OP-T.) case, except that (OP-P.) has the following
additional case:

(OP-EP-,): As the proof of the (OP-OK-,) case, except v) holds vacuously.
Inductive step c: Three cases to consider.
(INIT-E) : Then ¢ = C {4} for some C and 3.
Also, I'(C) = u.
By i) we have pc UT(C) FT[C —* B] {i} T : {¢,
where IV =T"[C —°1,C —° {c] and ¢/ = Lc UT"(C).
Case on the rule used to establish iii).
(INIT-A=) : Then (o, c) = (0’,0(C)), with ¢/ = 0.
So iv) holds.
Case on o(C).
0(C) = e : But then (o, c) = (¢', ), so v) holds vacuously.
0(C) =B: But I'(C) = U, contradicting I' =q4¢p 0, and thus ii).
o(C) =1: From Fge, 0, we have YC € dep(C).o(C) = 1.
By Lemma 7.3,
we have VC'.C € dep(C) = I"*(C) =1
and VC.T"%(C) #T5(C) = C e dep(O).
This, together with I' |=qep, 0, gives I |=4ep 0. Since ¢’ = o, v) holds.
(INIT-U) : Let (o[C — B],i) = (¢”,T), where o' = ¢”[C — I(T)].
We have Fgep 0[C = B], Faep I'[C +—* B] and T'[C' —* B] }=4ep o[C — B.
By (IH), Fgep 0, and T # 0 = T |=g4ep 0.
By Lemma 7.3,
we have VC'.C € dep(i) = I"*(C) =1
and VC.T"°(C) £ 5(C) = C & dep(i).
From the definition of IV and ¢,
and from dep(c) = dep(i) U {C}.
iv) and v) follow.
(INIT-S-FT+) : Argument similar in style as in (INIT-F-) case.
(INIT-S-FF) : Argument similar in style as in (INIT-F-) case.
Inductive step i: One case to consider.
(INIT-) : Then i = C.z1 := eq;...;C.zp := e;. Induction in k.
Base: Here, kK = 0. Then ¢ = skip.
By (INIT-), IV =T.
Only (SKIP-,) can conclude iii).
(SKIP-,) gives ¢’ = ¢. So iv) holds.
By ii), I' =qep 0.
So v) holds.
Inductive step: Assume Lemma 7.4 holds for & < m. This is our induction hypothesis (IH),. We must show
that Lemma 7.4 holds for k = m + 1.
By assumption 1),
we get that |_|Z;i lyUpctTy 1 {eg} Ty 4y,
for all ¢ from 1 to m + 1.
By Lemma 7.3, Fyep I'yi.
Let (0,C.x1 :=e1;...;Cxp = em) = {om, Trn)-
By (IH)k/ l_dep Om and Tm 7é * — Fm 'Zdep Om.
Case on the rule used to establish iii).
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(SEQ-E-.) : Then R =T,, = e and ¢’ = oy,.
So v) holds vacuously, and iv) holds.
(SEQ-0OK-,) : Then T,, = skip,
and (0., C.&pmt1 := emy1) = (0, R). (%)
Two candidate rules for establishing (*); (E-E=.) and (FIELD-A-OK.,).
Both rules start by evaluating e,,+1 under o,,.
Let <O’m,€m+1> = <0’m+1,Vm+1>.
By (IH), Fdep Om+1 and Verl §£ o —> Fm+1 ):dep Om+1-
Case on V1.
Vin+1 = e Then (E-E- ) was used to establish (*).
By (E-E=), 0/ = 0ppt1, and R = e.
So v) holds vacuously, and iv) holds.
Vint1 = nmy1: Then (FIELD-A-OK. ) was used to establish (*).
By (FIELD-A-OK=.), 0/ = 0y 41[C.Tmt1 — Nmt1] and R = skip.
Since 0,,11 and ¢’ do not differ in class initialization statues,
and since IV =T, 11,
l_dep o' and I ':dep o'.
So v) and iv) hold.
[l
Proof sketch for s: As for a, the proof for s is by induction in the height j of the typing derivation of s. As in
Lemma 7.3, we prove only the interesting cases.

Assume Lemma 7.4 holds for s with typing derivation height < n. This is our induction hypothesis, (IH). We
must show that Lemma 7.4 holds for s with typing derivation height n 4 1.

Inductive step: Three (interesting) cases to consider.
(SEQ.): Then s = s1; 8o, for some s; and ss.
By l), pc T {Sl}Fl : 61 and pc ] 51 = Fl {SQ}FI : Zg, where ¢/ = fl [ EQ.
Let <0’,Sl> = <O’1,T1>.
By (IH), l_dep 01 and T1 7& o —> Fl 'Zdep 1.
Case on T3.
T, =e: Then 0/ =0; and R = e.
So v) holds vacuously, and iv) holds.
T, = skip: Then (01, s2) = (¢/, R).
By Lemma 7.3, Fqep I'1.
By (IH), Faep 0’ and R # ¢ = TV |=4ep 0.
So v) and iv) hold.
(IF-): Then s = if e then s; else sy, for some e, s; and ss.
By i), pc I‘{e}f‘ 0, pe uéu Ivi(e) f‘{sl}l"l : ¢1 and pc Uiy Ivi(e) f‘{SQ}I‘g : {5, where ¢/ = ¢ U {5 and
IV=T,0T,.
Let (0,¢e) = (o¢, V).
By Lemma 7.4 for a, Fyep 0 and r Fdep Te.
Case on V.
V =e: Then o' =0, and R = e.
So v) holds vacuously, and iv) holds.
V =n: Assume n = 0 (argument for n = 0 near-identical).
Then (o, s2) = (o', R).
By (IH), }_dep o’ and R 75 o — Iy ‘:dep o’. (*)
So iv) holds.
It remains to be shown that R # e = T'; ©®T's |=qep 0.
By Lemma A.2, we get that [°(C') = B <= I',°(C) = B.
Thus, by transitivity of “ <= ", I'1’(C) =B <= I',*(C)) =B, for all C.
By definition of ®, I'2*(C) =B <= I"*(C) = B, for all C.
By (*), Pt. 2) of Definition 7.1 for I =4, o is satisfied.
By (*) and since I'"* C T'$, Pt. 1) of Definition 7.1 for I =4, o is satisfied.
So v) holds.
(TRY): Then s = try s; catch sg, for some s; and ss.
By l), pc = F{sl}Fl : 61 and pc LI€1 T @Fl {SQ}FQ : 62,
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where ¢/ =0y and IV =T ® I's.
Let <O’,Sl> = <O’1,T1>.
By (IH), l_dep o1 and T ;é o — Iy 'Zdep 1.
By Lemma A.2, we get that I'1°(C) =B <= I'*(C) =B, for all C.
By definition of ®, I''*(C) =B < I'©I'1*(C) =B, for all C.
By Lemma A.2 again, we get that ' @ T'1°(C) =B <= TI',*(C)) =B, for all C.
By transitivity of “ <= ", I'1°(C) = B <= I'2*(C) =B, for all C. (*)
By definition of ®, I'"® C I§.
Thus I' =qep 01.
Case on T7.
Ty = skip: Then 0 = ¢’ and R = T}.
So iv) and v) hold.
T, = e: Then (o1, s2) = (¢/, R).
By Lemma 7.3, since (' ©®T'1)* =T%, Fg4ep I © T'y.
By (IH), Fgep 0/ and R # ¢ = T’y =¢ep 0.
So iv) holds.
By definition of ®, I'®* C T.
This, and (*), gives I f=4ep 02.
So v) holds.

Errors
Lemma 7.5 (error consistency preservation) For all o, o’ and ¢, if

i) Fer O

ii) (o,t) = (¢/,R)
then

i) Fe 0
holds.

Proof for a: By mutual induction in the height j of the reduction derivation of each of e, ¢ and 3.

Base e: Two cases to consider.

(NUM=) : Then e = n for some n.
As ¢’ = o, iv) follows.
(VAR-) : Same argument as in (NUM;) case.
Base c: Three cases to consider.
(INIT-AL) : Then e = C {i} = 7(C).
As ¢’ = o, iv) follows.
(INIT-S-A-) : Similar argument as in (INIT-A-,) case.
(INIT-S-UF=,) : Then by i) we get

VC #C.0'(C) = = 30" (0" C '), (Fer 0”), (0" (C) # »).
(0", 7(C) = (0.

We have ¢’/ = o[C > e]. So ¢'(C') = e. Since ¢’ and o are so similar, to prove iv) we must only show that

Jo"; (0" T 0”), (Ferr 0), (6" (C) # o).
(0", 7(C)) = (o).
This ¢” is 0; by Lemma 7.1, o C ¢’. iv) follows from (INIT-S-UF.) and i).
Base i: One case to consider.
(SK1P-) : Then ¢ = skip.
As ¢’ = o, iv) follows.
We now assume Lemma 7.5 holds for e, ¢ and i with reduction derivation height < n. This is our induction
hypothesis, (IH). We must show that Lemma 7.5 holds for e, c and ¢ with typing derivation height n + 1.

Inductive step e: Six cases to consider.
(FIELD-E=) : Then e = C.z for some C.x.



We have (o, 7(C)) = (0, ).
By (IH), iv) holds.
(FIELD-OK-.) Near-identical argument as in (FIELD-E-,) case.
(OP-EL-,) : Then e = e; @ ey for some operator &.
We have (o0,e1) = (0, o).
By (IH), iv) holds.
(OP-ER-) : Then e = e; @ ez for some operator @.
We have (0, e1) = (01, 0).
By (IH), Ferr 01.
We also have (o1,e2) = (o', ).
By (IH), iv) holds.
(Or-EP-.) : Near-identical argument as in (OP-ER-,) case.
(OP-OK=) : Near-identical argument as in (OP-ER-,) case.
Inductive step c¢: Four cases to consider.
(INIT-U=) : Then ¢ = C {7} for some C and i.
We have (o[C — B],i) = (¢”[C — B],T), where ¢/ = ¢”"[C — I(T)].
By i), 0(C) = U and Definition 7.3, t-¢x o[C — BJ.
By (IH), Ferr 0”[C + B]. Case on T
T = skip: Then, I(T) =1, so iv) follows by Definition 7.3 and the definition of ¢'.
T =e: Then I(T) =o,50 ¢'(C) = .
Since ¢ ¢”[C + B] and ¢”[C + B] C ¢’, we have

Vé 7& C.J/(é) — e — E|O'm; (O’Nl C OI), (|_err O_///)7 (U///(Cf> 7& .) .

(0", 7(C) = (9).

Since ¢’ and ¢”[C + B] are so similar, to prove iv) we must only show that

30,///; (O,/// E 0'/)7“75”' O,///)7 (O,///(C) # .).

(0", 7(C)) = (L o)

This ¢”" is 0; by Lemma 7.1, ¢ C ¢’. iv) follows from (INIT-U.) and i).
(INIT-S-Ul-), (INIT-S-UUF~.) and (INIT-S-UUI-,): All similar in
style to (INIT-U-,) case.
Inductive step i: Observe that o(C') = B. Five cases to consider.
(E-E=.) : Here i = C.z ;= e and {(0,e) = (0, o).
iv) follows from (IH).
(FIELD-A-E=) : Impossible as o(C) = B.
(FIELD-A-) : Then i = C.x := e for some C.z and e.
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We have (0,€) = (¢”,n) and (¢”,C.x) = (¢”,n’), last reduction holding since ¢(C) = B. Here, ¢’ = ¢"[C.x

By (IH), Ferr 0, and thus iv).
(SEQ-E.) : Then ¢ = iy;i2 for some i1 and is.
We have (o,i1) = (0/, o).
By (IH), iv).
(SEQ-OK.,) : Then ¢ = iy;is for some i; and is.
We have (0,41) = (01, 0).
By (TH), Ferr 0.
We also have (o1,i2) = (¢/, R).
By (IH), iv).

O

Proof of s: Follows from Lemma 7.5 for ¢ and Lemma 7.1, since no semantic rule for statement evaluation
performs a class initialization. To give an impression of how the proof for the various cases goes, we prove one

sample case below, namely that of (TRY}).

Assume Lemma 7.5 holds for s with typing derivation height < n. This is our induction hypothesis, (IH). We

must show that Lemma 7.5 holds for s with typing derivation height n 4 1.
Inductive step: One (interesting) case to consider.
(TRY\) : Then s = try s; catch sy, for some s; and ss.
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Let <0'7$1> = <0'1,T1>.

By (IH), Ferr 01.

Case on T;.

T = skip: Then ¢’ = o;.
So iv) holds.

T, = e: Let (01, s2) = (o', R).
By (IH), Ferr .
So iv) holds.

Lemma 7.6 (error leaks pc) Forall T, IV, ¢, pc and V', if
1) pcET {317 0,
2) Faep T,
3) r ):err t/
then
4) pcCV
holds.
Proof for a: By mutual induction in the height j of the typing derivation of each of ¢, ¢ and i.
Base e: Two cases to consider.
(NUM.) : Then e = n for some n.
Assume (towards a contradiction) that 3) holds.
Only candidate rule for establishing 3) is (NUM-.), and for that rule, 3) is false, contradicting 3).
So 3) is impossible.
So 4) holds vacuously.
(VARy) : Near-identical argument as in (NUM) case.
Base ¢: Two cases to consider.
(INIT-T4) : Then e =C {i} = 7(C).
Assume (towards a contradiction) that 3) holds.
Since I [=4ep 0 and I'*(C) =1, 6(C') =1, the only candidate rule to establish 3) (INIT-A,). For that rule, since
R =0(C) =1, 3) is false, contradicting 3).
So 3) is impossible.
So 4) holds vacuously.
(INIT-S-T) : Similar argument as in (INIT-T}-) case.
Base i: No cases to consider.

We now assume Lemma 7.6 holds for e, ¢ and i with typing derivation height < n. This is our induction hypothesis,
(IH). We must show that Lemma 7.6 holds for e, ¢ and ¢ with typing derivation height n + 1.
Inductive step e: Three cases to consider.
(FIELDL) : Then e = C.z for some field C.z.
By 1), pct T {a} T’ : ¢
Assume that 3) holds.
Case on the candidate rules for establishing 3).
(FIELD-E=) : We have (0,7(C)) = (¢’,e) and R = e.
By (IH), with o as evidence that 7(C) can fail, pc C ¢'.
So 4) holds.
(FIELD-OK-) : Then R # e, so 3) is false, contradicting 3).
So 4) holds vacuously.
(OP-T1) : Then e = e1 @ ey for some e; and some total operator &.
By 1), pckT{e1}T1 : {1 and pc U4y T {ea} IV : £,
where ¢/ = {1 U {o.
Assume that 3) holds.
Case on the rule used to establish 3).
(OP-EL-): Then (o,e1) = (0’,e), with R = e.
By (IH), with ¢ as evidence that e; can fail, pc C ¢;.
Since ¢; C ¢, 4) holds.
(OP-ER-): Then (o,e1) = (o1,n1) and (o1, e2) = (o', ),
with R = e.
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By Lemma 7.3, Fgep I'1. By Lemma 7.4, Fyep 01 and I'y [=gep 01
By Lemma 7.5, Fer 01.
By (IH), with o, as evidence that e can fail, pc C ¢5.
Since elly T ¢/, 4) holds.
(OP-OK=): Then R # e, so 3) is false, contradicting 3).
So 4) holds vacuously.

(OP-P) : Then e = e; @ e, for some e; and some partial operator @®.
By 1), pck T {e1}T1 : ¢; and pc Uty F Ty {ea} IV : £y,
where ¢ = {1 Ly U Ivi(er) U Ivi(es) L pe.
4) follows.
Inductive step c: Three cases to consider.

(INIT-E-) : Then ¢ = C {4} for some C and 3.
By 1), pc CT¢(C) CI'*(C) FT'[C —* B {i} I''[C —=* B] : {¢,
where ¢/ = {c CT"[C —*° B].
Assume that 3) holds.
Case on o(C).
0(C) =B : Impossible as I'*(C') = U and T }=4¢p, 0.
So 4) holds vacuously.
o(C) =1: Then R # e, so 3) is false, contradicting 3).
So 4) holds vacuously.
o(C)=U: Then (¢[C — B],i) = (¢"'[C — B], T),
where ¢’ = ¢”[C — I(T)].
Case on I(T).
I(T) =1: Then R # e, so 3) is false, contradicting 3).
So 4) holds vacuously.
I(T) = o : By Definitions 7.2 and 7.1,
Faep 0[C +— B] and I'[C' —*° B] |=¢ep o[C +— BJ.
By (IH), with ¢[C' — B] as evidence that ¢ can fail, {c T pc.
Since ¢ C ¢, 4) follows.
0(C) = e : By Definition 7.3, there exists some & with 6 T 0, Fgep 6, I' [=dep 0 and 6(C') # e for which
(6,c) = (", 0) ().
We already know 6(C') # e.
We also have 6(C) # 1 and 6(C) # B, for if either were the case, (*) would have been concluded using
(INIT-A-, ), which, when 6(C) # e gives R # e.
So 6(C) = U. The remainder of this case equals the proof of case ¢(C) = U, with a hat on all the os.
(INIT-S-FT+-) : Argument similar in style as in (INIT-F-) case.
(INIT-S-FF+) : Argument similar in style as in (INIT-F-) case.
Inductive step i: One case to consider.
(INITR) : Then i = C.xq :=eq;...;C.xp := eg.
Assume that 3) holds.
Induction in k.
Base: Here, k£ = 0. So i = skip.
Only candidate rule for establishing 3) is (SKIP,), and for that rule, 3) is false, contradicting 3).
So 3) is impossible.
So 4) holds vacuously.
Inductive step: Assume Lemma 7.6 holds for & < m. This is our induction hypothesis (IH);. We must show
that Lemma 7.6 holds for k = m + 1.
By assumption 1), we get that UZ: lyUpekTy_q1{eg} Ty : ¢, for all g from 1 to m + 1.
Let (0,C.x1 :=e€1;...;C.y, := €y,) = (O, Tiny). Case on the candidate rules for establishing 3).
(SEQ-E~) : Then T,, = e.
By (IH), with o as evidence that C.z; :=ey;...;C.zy, 1= €, can fail, U;n;ll Ly Upe Ty,
Since ¢,, C ¢, 4) holds.
(SEQ-0OK.,) : Then T}, = skip.
By Lemma 7.3, Fgep I'ry. By Lemma 7.4, Fgep 01, and Ty, Fdep -
By Lemma 7.5, Ferr 0.
Let (o, em+1) = (o', V).
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Now, R=e < V —e.
Assume V = e.
Then, by (IH), with o, as evidence that e,,1; can fail, |_|Z”:1 L1 Upe E by,
Since ;11 C ¢, 4) holds.
U
Proof of s: Follows from Lemma 7.6 for a, since no semantic rule for statement evaluation introduces an error.
To give an impression of how the proof for the various cases goes, we prove one sample case below, namely that
of (TRY}).
Assume Lemma 7.6 holds for s with typing derivation height < n. This is our induction hypothesis, (IH). We
must show that Lemma 7.6 holds for s with typing derivation height n + 1.
Inductive step: One (interesting) case to consider.
(TRY}) : Then s = try s; catch so, for some s; and ss.
By 1), pc = F{sl}Fl : él and pc Uél T @Fl {82}F2 : fz,
where ¢/ =0y and IV =T'1 ®T's.
By 3), (0,s) = (0/, ®) for some o and ¢’ for which Fey 0, Fgep 0 and T’ [=gep 0. (F)
Let <U,$1> = <0’1,T1> and <O’1,82> = <UI,T2>.
T, =T, = e, else (*) is contradicted.
By Lemma 7.5, Ferr 01.
By Lemma 7.4, byep 071.
Since 0 C 01, I [=dep 1.
Since ' C Ty, ([ ®T4)* =T, and thus T’ © Ty [=gep 01-
So I' ©®T'1 [=err S2, evidenced by o;.
By (IH), pc U ¢y C £5. So pc T £s.

So 4) holds.
U
Lemma AA4. ~! is an equivalence relation.
Proof: Recall that oy ~} o9 iff, for all C,
01(C) # 02(C) AT [=en 7(C) = T¢(C) L L. (~)

An equivalence relation is i) reflexive, ii) symmetric, and iii) transitive. We prove that ~% has each of these properties now.

i) We must show that o ~! o, for all o. This trivially follows from antireflexivity of #; o(C) # o(C), for all C and o,
meaning (~1) is vacuously true.
ii) We must show that o1 ~} 02 = 09 ~} 01, for all ;. Assume o1 ~} 2. Then, for any C,

01(C) # 02(C) AT e 7(C) = TS(C) L L.

By symmetry of #,
01(C) # 02(C) AT f=err 7(C) = T¢(C) L £.

As C was arbitrary, we are done.
iii) We must show that o1 ~% 03 Aoy ~F 03 = 01 ~F 03. Assume o1 ~} o9 and oy ~} o3 hold. We must show that

then oy ~] o3 must hold. For any C, we have
01(C) # 02(C) AT e 7(C) = T¢(C) L ¢ (N}; 12)
02(C) # 03(C) AT e 7(C) = T*(C) £ L. (~f 23)

We must show that
01 (C) # UB(C) AT ):err T(C) - Fe(c) Z L (NE 13)

T e 7(C) is false, then (~} 12), (~} 23) and (~} 13) are all vacuously true. Assume ' e 7(C) is true. If
01(C) # a2(C) resp. 02(C) # 03(C), then by (~L 12) resp. (~L 23), T¢(C) Z ¢, and thus (~} 13) holds. Assume
01(C) = 02(C) and 02(C) = a3(C). Then o1(C) = 035(C) by transitivity of =, so (~} 13) is vacuously true.

(1

Raising the I'° and I'®* makes it more likely for oy NE o2 to hold, as the conclusion of Definition 7.5 is more likely
to hold.

Lemma A.5 (~] monotone wrt. I'). If o, ~F 09, VC.T5(C) =B = <= T5(C) =B and T T T, then oy ~} 9.
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Noninterference

Lemma A.6. =, is an equivalence relation.
Proof: An equivalence relation is i) reflexive, ii) symmetric, and iii) transitive. We prove that ~, has each of these
properties now.
i) We must show that o =, o, for all o. Parts 1 and 3 of Definition 4.1 hold by reflexivity of =, and 2 by idempotence of
N and U.
ii) We must show that o1 =¢ 05 == 02 =¢ 01, for all 0;. Assume o1 =; oo. We must show that oo =¢ o1. Parts 1 and 3
of Definition 4.1 hold by symmetry of =, and 2 by commutativity of N and U.
iii) We must show that o1 =; 02 N 09 =¢ 03 == 01 =; 03, for all ;. Assume o1 =; 09 and oo =¢ 3. We must show
that o1 =4 o3. We do this by showing that each of the three parts of Definition 4.1 hold.
1. Follows from transitivity of =.
2. Let WI(C) C ¢. Since 01 =¢ 02, 01(C) = 02(C). Since 09 =; 03, 03(C) = 02(C). By transitivity of =, 01(C) =
0'3(0).
3. Let Wl(C.z) C L. Then WI(C) C L. So, by the proof of point 2 above, all o; agree on C. Two cases to consider.
o C &1(0;) UB(0;): Vacuously true.
o C€1(0;)UB(0y): As 01 = 09 and oq =g 03, 01(C.x) = 02(C.x) and o2(C.z) = 03(C.z). By transitivity of =,
0’1(0..%‘) = 0'3(0.%)
As C and C.x were arbitrary, o1 =¢ o3

The following lemma follows from the definition of ©.
Lemma A.7. For all Fl and FQ, (Fl O) 1"2)5 C F; and Fj C (Fl ® Fg)e.

Lemma 7.7 Forallt, o, 0/, T, T, 0, pc, if
i) pcET{t}I": ¢
11) Fdep a, Fdep F/ r 'Zdep g, Ffarr o
iii) (o,t) = (o', R)
iv) pclZ 4,
then
v) o NE/ o'
vi) 0 = 0.
Proof of “ = v)” for a: By mutual induction in the height j of the typing derivation of each of ¢, ¢ and i.
Base e: Two cases to consider.
(NUM) : Then e = n for some n.
By (NUM.,), 0/ = 0, 50 0 ~} o follows by reflexivity of ~F .
(VARy) : Same argument as in (NUM.-) case.
Base ¢: Two cases to consider.
(NIT-T) : Then ¢ = C {i} = 7(C) for some C.
By (INIT-A~.), 0/ = 0, 50 0 ~} o' follows by reflexivity of ~I .
(INIT-S-T+) : Same argument as in (INIT-T}-) case.
Base i: No case to consider.
We now assume Lemma 7.7 holds for e, ¢ and ¢ with typing derivation height < n. This is our induction hypothesis,
(IH). We must show that Lemma 7.7 holds for e, ¢ and ¢ with typing derivation height n + 1.
Inductive step e: Three cases to consider.
(OP-Tt) : Then e = e; @ ey for some e; and some total operator &.
Let (0,e1) = (o1, V4).
By i) we have that pc =T {e1} 'y : 41 and pc U ¢y Ty {e2}I” : £5 for some I'; and ¢; where ¢/ = ¢; U (5.
By (IH), 0 ~," 1.
By Lemmas A5 and 7.2, o ~}" ;.
Case on the rule used to establish iii).
(OP-EL~): Then ¢’ = o;.
So o ~, 0.
(OP-ER-.): Then V] # e.
By Lemma 7.4, I'1 =qep 01.
Let <0'1,€2> = <UI,‘/2>.
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By (IH), oy ~} o
By transitivity of ~} , o ~} o’
(OP-OK=): Same argument as prior case.
(OP-P) : Then e = e; & ey for some e; and some partial operator &.
Let (0,e1) = (o1, V1).
By i) we have that pc T {e1} 'y : €1 and pc Ty {ex} I : ¢5 for some I'; and ¢; where ¢ = {1 L (5.
By (IH), 0 ~, o1.
Case on the rule used to establish iii).
All cases and proofs thereof are the same as for (OP-Ty), except that (OP-Pi-) has an extra case:
(OP-EP-,): Same argument as case (OP-OK-,).
(FIELDL) : Then e = C.x for some field C.z.
We have pc =T {7(C)}TI": ¢ by i).
Let (o, 7(C)) = (o', I).
By (IH), o N? o', regardless of whether (FIELD-E_,) or (FIELD-OK.,.) was used to establish iii).
Inductive step c¢: Three cases to consider.
(INIT-F.-) : Then ¢ = C {i} for some C and i. Also, I'(C) = U.
By i) we have pc UT<(C) U T*(C) F T[C ~* B]{i} T"[C —* B] : {c where I" = I''[C — (1, pc,lc)] and
0 =10cUT"e(O).
Case on the rule used to establish iii).
(INIT-A_) : Then ¢’ = o, and thus ¢ ~} ¢’ follows from reflexivity of ~} .
(INIT-U) : Then o(C) = U. Let (¢[C — B|,i) = (¢"'[C — B], T).
So ¢’ =" [C +— I(T))].
From ii) and T'(C') = ¢(C) = U, we get T'|[C' —*® B] [=q4ep 0[C — B]. Also, from ii), F4ep I'[C’ —* B] and
Fdep 0[C +— B|. Also, from ii), Fer o[C — B.
By (IH), ii) o[C — B] ~ € o/[C' > B].
Since o(C) = U and ¢’(C) # U, I'(C) Z ¢ must hold. This follows from the definition of I and pc [Z £.
If o/(C) = e, then furthermore I'"*(C) Z ¢ must hold.
0'(C) = e when T' = e. By Lemma 7.6, with o[C — B| as evidence that i can fail, we get that pcLIT(C") U
I'*(C) C £g. So pc E £o. TV¢(C) IZ £ how follows from the definition of I”.
(INIT-S-FT+) : Argument similar in style as in (INIT-F-) case.
(INIT-S-FF.-) : Argument similar in style as in (INIT-F-) case.
Inductive step i: By (INIT-F+) (the only rule that starts a i-typing),
and since I' =qgep 0, 0(C) = B.
One case to consider.
(INIT-) : Then i = C.z1 := eq;...;C.zp := ;. Induction in k.
Base: Here, kK = 0. Then ¢ = skip.
By (INIT-), IV =T Only (SKIP-,) can conclude iii).
(SKIP_) gives o’ = 0. So v) holds by reflexivity of ~I".
Inductive step: Assume Lemma 7.7 holds for & < m. This is our induction hypothesis (IH);. We must show
that Lemma 7.7 holds for k = m + 1.

Let (0,C.z1 :=¢€1;5...;C. &y := €m) = (O, Tin)-
By assumption i), we get that U;;} lyUpe Ty 1{eq}Tq : £y for all ¢ from 1 to m+ 1. T' =Ty and
IV =Tt

By (IH)x, 0 ~,™ oym.
By Lemma A5, 0 ~F 0.
By Lemma 7.3, Fgep I'yy,.
By Lemma 7.4, ', Fdep 0m and Fgep .
Case on the rule used to establish iii).
(SEQ-E-,) : Then ¢’ = o,,, so v) holds.
(SEQ-OK_,) : We have (o, C.ppy1 = €my1) = (o', T) (*).
Let {(om, €m+1) = (0c, Vo).
By (IH), 0y ~y™*" 0.
Case on V.
V., = e: Then (E-E- ) was used to establish (*), so T = e and ¢’ = o.
Since IV =T, 41 and oy, Ng’"“ 0e, v) holds by transitivity of ~1".
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Ve = ne: By Lemma 7.4, Fgep 0. and T4 Fdep O
We let (0., C.tpt1) = (005, Vo) (F%).
Since i), I'}(C) = B.
Since 'y 11 Fdep e, 0e(C) = B.
So the only rule which can conclude (**) is (FIELD-OK-,), which will only be able to use (INIT-A_,)
or (INIT-S-A_.). In either case, o¢., = 0. and Vo, = ne.,, for some ne .
Since o, NE’”“ ey Om NE"‘“ 0C.2-
Since ¢’ = 0¢.;|C.x — n.], and ¢’ does not differ from o¢c , in initialization statuses, we get by
transitivity of ~,"*! that o ~,"** o
Since I'' =T, 41, v) follows.
U
Proof of “ = wv)” for s: Follows from Lemma 7.7 for a, since no semantic rule for statement evaluation
introduces an error. To give an impression of how the proof for the various cases goes, we prove one sample case
below, namely that of (TRY.).
Assume Lemma 7.7 holds for s with typing derivation height < n. This is our induction hypothesis, (IH). We
must show that Lemma 7.7 holds for s with typing derivation height n + 1.
Inductive step: One (interesting) case to consider.
(TRY): Then s = try s; catch sg, for some s; and ss.
By i), pckT{s1}T1: 41 and pc Ul FT © T {s2} Ty : {2, where ¢! = ¢y and I" =T © Ts.
Let <O’,51> = <O’1,T1>.
By (IH), o ~;* 01.
By Lemmas A.5 and A7, ¢ ~£®F1 o1 and o ~£1®F2 1.
Case on 7.
T = skip: Then ¢’ = o;.
So v) holds.
T, = e: Let (01, s2) = (o', R).
By (IH), oy ~}> 0.
By Lemmas A.5 and A.7, oy ~1OT2 1
By transitivity of N?QFQ, o1~ 1012 57
So v) holds.
U
Proof of “ = wi)” for a: By mutual induction in the height j of the typing derivation of each of ¢, ¢ and .
Base e: Two cases to consider.
(NUM.) : Then e = n for some n.
By the sole applicable rule (NUM,), 0’ = 0, so 0 =¢ ¢’ follows by reflexivity of =,.
(VAR:) : Similar argument as in (NUM;-) case.
Base c: Two cases to consider.
(INIT-T) : Then ¢ = C {i} = 7(C) for some C.
By the sole applicable rule (INIT-A-,), 0/ = 0, so 0 =¢ ¢’ follows by reflexivity of =,.
(INIT-S-T+) : Similar argument as in (INIT-T-) case.
Base i: No case to consider.

We now assume Lemma 7.7 holds for e, ¢ and i with typing derivation height < n. This is our induction hypothesis,
(IH). We must show that Lemma 7.7 holds for e, ¢ and ¢ with typing derivation height n + 1.
Inductive step e: Three cases to consider.
(OP-T+) : Then e = e; @ e for some e; and some total operator @.
Let (0,e1) = (o1, V).
By i) we have that pc - T'{e;1} 'y : {1 and pc U fs Ty {e2} IV : 5 for some I'y and ¢; where ¢ = {1 L 5.
By (IH), 0 =; 0. Case on the rule used to establish iii).
(OP-EL~): Then ¢’ = 1. So 0 =, ¢’.
(OP-ER-.): Then V] # e.
By Lemmas 7.3 and 7.4, Faep I'1, Faep 01 and I'y [=qep 01
We have (01, e2) = (0, Vo).
By (IH), o1 =, o’
By transitivity of =4, 0 = 0’.
(OP-OK=): Same argument as prior case.
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(OP-P) : Then e = e; @ e, for some e; and some partial operator @.
Let (0,e1) = (o1, V).
By i) we have that pc =T {e1} 'y : 41 and pc Ty {ea} I : 45 for some I'y and ¢; where ¢ = {1 U {5.
By (IH), 0 =¢ o1.
Case on the rule used to establish iii).
All cases and proofs thereof are the same as for (OP-Ty-), except that (OP-P.-) has an extra case:
(OP-EP-,): Same argument as case (OP-OK=).
(FIELD) : Then e = C.x for some field C.x.
We have pc - T {7(C)}I": ¢ by i).
Let (o, 7(C)) = (o', I).
By (IH), 0 =, 0/, regardless of whether (FIELD-E-,) or (FIELD-OK.) was used to establish iii).
Inductive step c: Three cases to consider.
(INIT-F-) : Then ¢ = C {i} = 7(C) for some C.
Also, I'(C) = u.
By i) we have pc UT(C) UT®(S) F T'[C —* B|{i}I"”'[C —* B] : {c where IV = T"'[C — (1, pc,{lc)] and
0 =10cUT"(0)
Case on the rule used to establish iii).
(INIT-A-) : Then ¢/ = 0, and thus o = ¢’ follows from reflexivity of =,.
(INIT-U=) : Let (¢][C — B|,3) = (¢”[C — B],T).
So o' =o"[C +— I(T))].
From ii) and T'(C) = 0(C) =1,
we get I'[C —*° B] |=¢ep 0[C +— BJ.
Also, from ii), t-qep I'[C' —* B] and Fgep o[C +— BJ.
o[C + B] =¢ ¢”[C + B] follows from (IH).
By definition of =; and ¢’, 0 = ¢/, regardless of the value of T.
(INIT-S-FT+-) : Argument similar in style as in (INIT-F-) case.
(INIT-S-FF+) : Argument similar in style as in (INIT-F-) case.
Inductive step i: One case to consider.
(INITR) : Then i = C.xq = [ R C.xy = eg.
Induction in k.
Base: Here, kK = 0. Then ¢ = skip.
By (INIT-), IV =T.
Only (SKIP-,) can conclude iii).
(SKkIP-,) gives o/ = 0.
So vi) holds by reflexivity of =,.
Inductive step: Assume Lemma 7.7 holds for k < m.
This is our induction hypothesis (IH)j.
We must show that Lemma 7.7 holds for &k = m + 1.
Let (0,C.x1 :=e1;...;C.xpm = €m) = (Om, Tin)-
By assumption i), we get that |_|Z: LyUpe Ty 1{es}Tq: ¢, forall g from 1 to m+ 1. I” =T 4.
By (IH)k, g =y Om.
By Lemma 7.3, Fgep 'y,
By Lemma 7.4, ', Fdep 0 and Fgep 0.
Case on the rule used to establish iii).
(SEQ-E-,) : Then ¢’ = g,,, so vi) holds.
(SEQ-OK_.) : We have (0, C.ppy1 := €my1) = (0, T) (*).
Let {(0m, €mt1) = (0c, Vo).
By (IH), 0 =¢ 0¢, SO 0 =¢ 0 by transitivity of =.
Case on V,.
V. = e: Then (E-E-.) was used to establish (*).
SoT =e and ¢’ = o..
Since oy, =¢ 0, vi) holds by transitivity of =,.
Ve = ne: By Lemma 7.4, Fgep 0 and T'yi1 Fdep O
We let (0o, C.xma1) = (002, Vo) (*F).
Since i), I';(C) = B.
Since I'y11 Fdep e, 0e(C) = B.
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So the only rule which can conclude (**) is (FIELD-OK-, ), which will only be able to use (INIT-A_,)
or (INIT-s-AL).

In either case, 0¢, = 0. and Vo, = ng., for some nco .

Since 0 =¢ 0., 0 =¢ 0¢ ., by transitivity of =,.

Since 0’ = 0¢ 4[C.x — n.), and pc Z £, we get from i) that oc.; =; 0¢.2[C.x — ne].

By transitivity of =, ¢ =; ¢’. So vi) holds.

Proof of “ = wi)” for s: By induction in the height j of the typing derivation of s.
Base: Three cases to consider.

(SK1Pr): Then s = skip.
iii) is impossible, so vi) is vacuously true.
(VAR-AR): Then s = z := e for some z and e.
By i), pcE T {e} IV : ¢' and pc C Ivi(z). (*)
(VAR-A_,) and (E-E) can establish iii).
In both cases, e is evaluated under o.
Let {g,e) = (¢, V).
By Lemma 7.7 for a, 0 =; o’
Case on V.
V = e: Then iii) was established through (E-E-,).
By (E-Ex.), o/ =0".
So vi) holds.
V = n: Then iii)) was established through (VAR-A-,).
By (VAR-AL), 0/ = o”[x — nl.
By (*), 0" =¢ 0'.
By transitivity, o =¢ o’.
So vi) holds.
(FIELD-AL): Then s = C.x := e for some C.z and e.
By i), pc=T{e}T" : l., pcUl. TV {C.x} T : by, U =L Ulc, and pe C IVI(z). (*)
(FIELD-A-E-.), (FIELD-A-OK-.) and (E-E—.) can establish iii).
In all cases, ¢ is evaluated under o.
Let (0,¢e) = (o, Ve).
By Lemma 7.7 for a, 0 = o.
Case on V..
Ve = o: Then iii) was established through (E-E-,).
By (E-E=), o/ =0".
So vi) holds.
Ve = n: Then iii) was established through either (FIELD-A-E-,) or (FIELD-A-OK-,).
In both cases, C.x is evaluated under o,.
Let <0’e,C.ZE> = <UCAE7VC_9;>.
By Lemmas 7.3, 7.4 and 7.5, Faep I Faep 0, I Edep 0 and Fepr .
By Lemma 7.7 for a, 0, =¢ 0¢.5.
By transitivity, 0 =; 0¢ 5.
Case on Vg ;.
Vo« = o Then iii) was established through (FIELD-A-E-,).
By (FIELD-A-E.,), 0’ = 0¢ 4.
So vi) holds.
Ve.» # o Then iii) was established through (FIELD-A-OK-,).
By (FIELD-A-OK<), 0/ = 0¢.4[C.x — nl.
BY (*)/ 0C.z =¢ o'
By transitivity, o =, o’.
So vi) holds.
Assume Lemma 7.7 holds for s with typing derivation height < n. This is our induction hypothesis, (IH). We must
show that Lemma 7.7 holds for s with typing derivation height n + 1.

Inductive step: Four cases to consider.

(SEQ.): Then s = s1; s9 for some s; and s».
By l)/ pc F F{sl}I‘l : 61, pc |_|£1 F Fl {SZ}F/ : 62 and ¢ = 61 U[Q.
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(SEQ-E-,) and (SEQ-OK_,) can establish iii).
In both cases, s; is evaluated under o.
Let <U,$1> = <0'1,T1>.
By (IH), 0 =¢ o1.
Case on T7.
T, = e: Then iii) was established through (SEQ-E..).
By (SEQ-E-.), ¢/ = 01.
So vi) holds.
T, = skip: Then iii) was established through (SEQ-OK.,).
By (SEQ-E..), sg is evaluated under 0.
Let <O’1,82> = <O'/,R>.
By Lemmas 7.3, 7.4 and 7.5, Fyep I'1 Fdep 01, I'1 Fdep 01 and Fer 071.
By (IH), o1 =¢ 0.
By transitivity, o =4 o’.
So vi) holds.

(IF-): Then s = if e then s; else sy for some e, s; and ss.
By i), pc - T'{e} e : Le, pcUle - T {s1}y : €1, and pcUl. - T, {s2} 3 : fa, where IV = T'; ®Ty and
0 =L U L.

(Ir-T=), (IF-F=) and (E-E- ) can establish iii).
In both cases, e is evaluated under o.
Let (o,¢e) = (o¢, Ve).
By Lemma 7.7 for a, 0 =; o..
Case on V,.
V. = o: Then iii) was established through (E-E-,).
By (E-E=), o/ = o..
So wvi) holds.
V. = 0: Then iii) was established through (IF-T-).
By (IF-T=), s; is evaluated under o..
Let (o¢,s1) = {0/, R).
By Lemmas 7.3, 7.4 and 7.5, Fyep I'e Faep Te, T'e Fdep e and Ferr oe.
By (IH), 0. =, o’
By transitivity, o =¢ ¢’.
So vi) holds.
V. = 0: Near-identical argument as in the V. = 0 case.

(TRYL): Then s = try s; catch sg, for some s; and ss.
By i), pc = F{sl}Fl : /1 and pc uhETroly {SQ}FQ 1 U,
where /' = /¢y and IV =Ty ® T's.
(TRY-E-,) and (TRY-OK-,) can establish iii).
In both cases, s; is evaluated under o.
Let <0,$1> = <O'1,T1>.
By (IH), 0 = 01.
Case on Tj.
T, = skip: Then iii) was established through (TRY-OK-,).
By (TRY-OK=,), ¢/ = o71.
So vi) holds.
T, = e: Then iii) was established through (TRY-E-,).
By (TRY-E-,), s2 is evaluated under o;.
Let (01, s2) = (0, R).
By Lemmas 7.3, 7.4 and 7.5, Fyep I'1 Fdep 01, I'1 Fdep 01 and Fey 071
Since'C Ty, (ToI)s=TI"
From this, and Lemma A.2, g4, ' @ T and T' © Ty F=qep 01-
By (IH), 01 =, o’
By transitivity, o =¢ ¢’.
So vi) holds.
(WHILE:): Then § = while e do s, for some e and s.
By i), pcUl; T {e} T : ¢ and pe U ¢; U es UII(e) F T {s}Tiqq : £5,
where 60 = l, £i+1 = EZ (] Kf (] Kf,
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1 =0.n, (Tp,ln) = (Chy1, bnt1),

V= Kn, I'= PO and IV = @?:0 P; ® Fj+1.

From this, and since the type system is deterministic,

we have for all k& > n that (T'y, £;) = (Tk—1,lk—1)-

By transitivity, (I'x, %) = (I'n, £n).

So pcUly F Ty {e} T : €5 and pc U € U LS Uvl(e) F T {s} Tpy1 : 45,
where (1 = ¢, UL UL, and k > n.

By Lemma 7.3, for all j > 0, Fgep F; and Fgep I'j11 (%)

Let o9 = o, (0j,¢) = (0§, V;), (05,8) = (0},T;) and 041 = 03.
We have that, for some j,

o’ equals either o¢ (e evaluates to 0 or e) or o; (s evaluates to e).

This follows mainjly from the observation that

a) if V; € {0, e},
(0j,while e do s) = (J]'?,Tj>,
where 7' = e if V; = @ and 7} = skip if V; =0,
b) otherwise, if T; = o,
(0j,while e do s) = (05, T}),
and
¢) otherwise,
(0;,while e do s) = (5,T)
where 6 and T are defined by
(07,while e do s) = (6,T).
which follows from (E-E.), (WHILE-F.,), (WHILE-T=,), (SEQ-E_.) and (SEQ-OK.,).
It is therefore sufficient for us to prove that, for all j,
1) o; = o5, and
2') of =4 o3.
To establish this, we also need, assuming
1) I_dep 04, Fere 03, Fj 'Zdep 04,
to prove
2) l_dep 0;, Ferr O'Je‘/ F;‘ ):dep 0']6‘/
3) I_dep U;/ l_err U;r 1_‘jJrl ':dep Osy
We will then get vi) by transitivity of =,.
Let j be arbitrary.
Assume 1).
By Lemma 7.7 for a, 1) holds.
By (*) and Lemmas 7.4 and 7.5, 2) holds.
By (IH), 2’) holds.
By (*) and Lemmas 7.4 and 7.5, 3) holds.

Lemma A.8. For all e and o,
if (0,€) = (0’,-),
then for all ¢, if o' C ¢ and o'(C) =B <= o¢"(C) =B forall C, (¢",e) = (¢”,_).
Lemma 7.8 Forallt, o, 0/, T, 1", ¢, pc, if
i) pcET{t}T7: ¢
ii) (Fdep F)/ (Fdep ‘7.7')/ (F 'Zdep Uj)
ii1) (Ferr 0;)
iv) <Uj: t> = <U§‘7 R]>
V) 01~y 02, 01 = 02
then
vi) Rj #e=R; — 'L
Vii) 01 ~, 09
UZZZ) g1 =y 02
Proof for a: By mutual induction in the height z of the typing derivation of each of e, ¢ and i.
Base e: Two cases to consider.
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(NUM.) : Then e = n for some n.
By (NUM.,), o} = 0.
Ry # e # R5, so vi) holds Vacuously
By Lemmas A5 and 7.2, o1 ~} o2
Now vii) and viii) follow from a = 0j.
(VARy) : Same argument as in (NUMF) case.
Base c: Two cases to consider.
(INIT-T) : Then ¢ = C {i} = 7(C) for some C.
By (INIT-A-), o =0;
Ry # e £ Ry, s0 vz) holds Vacuously
By Lemmas A.5 and 7.2, 0y Ng o9.
Now wii) and viii) follow from o', = o;.

J
(INIT-S-T+-) : Same argument as in (INIT-Ty-) case.

Base i: No case to consider.

We now assume Lemma 7.8 holds for e, ¢ and 7 with typing derivation height < n. This is our induction hypothesis,
(IH). We must show that Lemma 7.8 holds for e, ¢ and ¢ with typing derivation height n 4 1.

Inductive step e: Three cases to consider.

(OP-Tt) : Then e = e; ® ey for some e; and some total operator &.
Let <0’j,61> = <O’1],‘/1j>.
By i) we have that pc =T {e1} 'y : 41 and pc U4y Ty {ex} I7 : €5 for some I'y and ¢; where £ = ¢; U 4.
By (IH), Vlj 7& [ = V13 — 21 z Z, 01, Ngl 014, and 01, =¢ O1,-
Three cases to consider for the values of V;, (all other cases are either symmetric, or have a near-identical
argument).
Vi, =e, Vi, = e: iv) can only be established through (OP-EL_,) for j = 1 and j = 2, and by that rule,
Rj = Vlj = e and O’;- = 0’1]..
So vi) holds vacuously.
We have from earlier that o1, =; 01, and o4, Ngl O1,-
By Lemmas A.5 and 7.2, o1, ~F o1,.
Together, this gives vii) and viii).
Vi, = e, Vi, # e: iv) can only be established through (OP-EL-,) for j = 1, and by that rule, Ry =V}, = e
and o} = oq,.
By (IH), we have V;, # ¢ = Vi, = b4 (Z {. Since ¢, C ¢’ and Vi, = e # V1, we get ' [Z ¢, so vi) holds.
Let (01,,€2) = (04, Va,).
This is established either through (OP-ER-,) or (OP-EP-,).
Regardless of which, since pc LI (1 L L, we get from Lemmas 7.7 and 7.7 that o1, ~} o} and oy, = d5.
By Lemmas A5 and 7.2, g1, ~} o1,.
Together, this gives vii) and viii).
Vi, # e, V1, # e: Then iv) was established by either (OP-ER-,) or (OP-OK.,).
Regardless of which, (o1,,e2) = <a;7 Va,)-
Since pc T {e1} 'y : ¢1, Lemmas 7.3 and 7.4 give us Fqep I'1, Faep 01, and T'y Fgep 01
By (IH), Vo, £ e =Vy, = (L {, 0} ~ 1" o}, and o] =, o).
So vii) and vzzz) hold.
vi) holds since R; = e <= V1, =eand {, C /.
(OP-P) : Then e = e; & e, for some e; and some partial operator &.
Let <(Tj,€1> = <O’1j,‘/17>.
By i) we have that pe b I'{e1}T1: 4y and pc Uty FT1{ea} " : £y for some I'; and ¢; where ¢ = ¢; Ul {s.
By (IH), Vlj ;ﬁ o = ‘/1; — 61 ,z Z, o1, Ngl 01y, and 01, =¢ O1,-
Three cases to consider for the values of W, (all other cases are either symmetric, or have a near-identical
argument).
All cases and proofs thereof are the same as for (OP-Ty), with the following addition:
Vi, #e, V1, # e: as in (OP-T), except i) could also have been established through (OP-EP-,).
vii) and vii) are established through the same argument as in (OP-T}).
For vi), observe that Ivl(e1) U Ivl(ez) C 2.
If Ry # Rs, then either Vi, # Vi, or Vs, # Va, (or both).
Since o1 =y P and o1, =¢ O1,, this difference can only occur if e; or e; has a variable or field with
security level / where { [Z /.
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But in that case, Ivl(e1) U Ivl(eq) Z £. Thus ¢ [Z ¢.

(FIELD) : Then e = C.x for some C.x.
We have pc - T {r(C)}I": ¢ by i).
Let (o;,7(C)) = (09,1j>.
By (IH), I; #e=1; = ('L {, 0} ~} o4 and o} = o}
So vii) and viii) hold. As R; = e <= I; = e, vi) follows.
Inductive step c¢: Three cases to consider.
(INIT-F) : Then ¢ = C {i} = 7(C) for some C.
Also, I'(C) = u.
By i) we have pc UT<(C) UT*(C) F T[C ~* B]{i} T”[C +* B] : {c where I' = I'"'[C — (1, pc, lc)] and
0 =1LcUT"(0).
Case on ¢;(C).
01(C) # U, 02(C) # U: Then (INIT-A_.) was used to establish iv), for j =1 and j = 2.
By Lemmas A.5 and 7.2, 0y ~} oa.
Since 05- = 0j, vii) and viii) hold.
For vi) we must consider ¢;(C).
From ii) and I'*(C') = U, 0;(C) # B.
If 01(C) = 02(C), R1 = R, so vi) holds vacuously.
If 01(C) # 02(C), then ¢1(C) =1, 02(C) = e (or vice versa).
Then since o ~} o4, by Definition 7.5 pt. 22, T"*(C) IZ £.
By definition of ¢, vi) holds.
01(C) = U, 02(C) = U: Then (INIT-U,) was used to establish iv), for j =1 and j = 2.
From v), 01[C + B] ~ <7 6,[C s B]
and 01[0 — B} =y 0'2[0 — B].
By ii), |_dep F[C —S B}, |_dep 0j [C — B]
and I'[C' —* B] [=qep 0,[C — B].
By (INIT-Us), (04[C = B|,i) = (07[C > B], T}),
with o = o/ [C — I(Tj)].
By (IH), we get that T # e =T; = (c L,
o[C s B] ~p 17 62 [C v B], and o7 [C — B] =, o} [C + B].
This immediately gives us vi), since R; = <= T; =e and {c C ¢
By further observing that ¢’;(C)) # U and (¢ T I"*(C), we get vii).
By (INITy) (used to type 7), {c T C.z, for all fields C.z of C.
So, even if o1 (C) # ¢4 (C), viii) still holds since then, ¢ [Z ¢.
01(C) = U, 02(C) # U: Then (INIT-U), resp. (INIT-A.), was used to establish iv) for j = 1, resp. j = 2 (or
vice versa).
By (INIT-U=.) we have (01[C + B],i) = (¢/[C — B],T1), witho] = o{[C — I(T1)]and R; = e <= T} = e.
By (INIT-A-,), 04 = 03 and Ry = I(02(C)).
By 01 NE g9, FC(C) ,z £.
By Lemmas 7.7, Lemmas A.5 and 7.2, oy NE' ay.
By Lemma 7.7, o1 = 07.
By Lemmas A.5 and 7.2, 0y ~} 5.
For vii) and viii), by transitivity of ~," and =, it remains only to show that o3 ~ o} and o3 = 7.
This follows from o} = 0.
Since I'*(C') = U, then by ii), 02(C) # B.
By (INIT-U-,), 01 (C) # B.
If 01(C) = 05(C), vi) holds vacuously.
If 01(C) # 04(C), then either ¢} (C) = e or 4(C) = e (not both).
In the latter case, I'*(C) £ ¢, so o1 NE o2 with Lemmas A.5 and 7.2 gives I'*(C) IZ ¢.
In the former case, I"(C) Z ¢ follows directly from vii).
So either way, I*(C) [Z .
Since I'"¢(C)) C ¢, vi) holds.
(INIT-S-FT+) : Argument similar in style as in (INIT-F-) case.
(INIT-S-FF.) : Argument similar in style as in (INIT-F-) case.
Inductive step i: One case to consider.

(INIT-) : Then i = C.z1 := eq;...;C.zp := ;. Induction in k.
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Base: Here, kK = 0. Then ¢ = skip.
By (INIT-), IV =T.
Only (SKIP-,.) can conclude iv).
(SKIP) gives o} = 0.
So vii) and wviii) holds by reflexivity of =, and ~J .
vi) holds vacuously as R; = skip.
Inductive step: Assume Lemma 7.8 holds for k < m.
This is our induction hypothesis (IH)y.
We must show that Lemma 7.8 holds for k = m + 1.
Let (0;,C.wy :=e1;...;Cxp =€) = (O, Tiny) (%);-
By assumption i), we get that uz;i LyUpcETy 1 {eg}Ty: 4, forall g from1tom+1. TV =T,1;.
By (IH)i, Rj #e=R; = [ [/ 0, L4, Oy ~™ Omy and 0y = Oy
By Lemmas A.5 and 7.2, 0, ~5 O,
By Lemma 7.3, Fyep Iy,
By Lemma 7.4, ', =dep 0m and Fgep .
By Lemma 7.5, Fey O
Three cases to consider for the values of T},,; (all other cases are either symmetric, or have a near-identical
argument).
Ty, = o, T)y, = e Then iv), for j =1 and j = 2, were both established by (SEQ-E_.).
So a§- = Om,-
Thus vii) and vii) follow from reflexivity of ~}  and =,.
Since R; = Ry = e, vi) holds vacuously.
Ty, # @ Ty =@ Then | |75 0, Z 4, s0 [ |75 6, Lipe Z 2.
By Lemma 7.6, ¢,, Z /.
Since ¢, C ¢, ¢' [Z ¢, so vi) holds.
iv), for j = 1 resp. j = 2, was established by (SEQ-OK..) resp. (SEQ-E..).
So b = 0, and thus by transitivity of ~} and =,
Omy ~5 o and 0, = 7b.
To show vii) and viii), by transitivity of ~}" and =/, it remains only to be shown that ¢} ~}" o,,, and
0/1 =0 Om; -
Let <0m1’em+1> = <O€17‘/61>'
By Lemmas 7.7 and 7.7, 0., ~% ¢, and o,n, = 0,
Let (0¢,, C.®imi1) = (0C .2y, Vou,) ().
By i), I';(C) = B.
Since 'y, Fdep Teys Tei (C) = B.
So the only rule which can conclude (*) is (FIELD-OK-,), which will only be able to use (INIT-A-,) or
(INIT-S-AL).
In either case, 0¢ 4, = 0¢, and Ve, = ne., for some ne .
SO Oy, =0 0C.z, and Gy, ~F O,
Since ¢} = 0¢.4, [C.x — n.], and |_|;':11 ¢, Upc Z L, we get from i) that o,,, = o}.
Since ¢} and o¢ 5, do not differ in initialization statuses, o,,, ~, o}.
So vii) and viii) holds by transitivity of =, and o =, ¢’.
Ty #®, Ty, # o Then iv), for j =1 and j = 2, were both established by (SEQ-OK..).
Let (0, ems1) = (0¢;, Ve;)-
By (IH), Ve, # e =Vo. = U1 £,
T, NE/ Oc; and op,; =¢ O;.
Since £y,,1 C ¢, vi) holds.
Three cases to consider for the values of V;, (all other cases are either symmetric, or have a near-
identical argument). '
V., = e, V., = &: Then o, = 0., so vii) and viii) follow by transitivity of ~}  and =,.
Ve, # o, V., = & Then o} = o,.
Let (0cy, C.pmy1) = (0C 20, Voz,) ().
By i), T} (C) = B.
Since I'y, Fdep Teys Te, (C) = B.
So the only rule which can conclude (*) is (FIELD-OK-, ), which will only be able to use (INIT-A-;)
or (INIT-s-AL).
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In either case, 0¢ 4, = 0, and Vo, = noa,

for some nc 4, .

So 0., =¢ 0¢.z, and o, NEI OC.25-

So vii) and viii) follow from transitivity of ~} and =,.
Ve, # o, Vo, # o Let (0¢,,C.xpyq1) = (0C.a;, Vo) (%)

By i), T';(C) = B.

Since Iy, Fdep Te;, 0c, (C) = B.

So the only rule which can conclude (*) is (FIELD-OK-,), which will only be able to use (INIT-A-,)

or (INIT-S-AL).

In either case, o0c..; = 0¢; and Vo, = no.e,

for some nc.4;.

So 0¢; =¢ 0c.2; and o, NEI 0C.a;-

So vii) and viii) follow from transitivity of ~} and =.

Proof for s: By induction in the typing of s.

Base: Three cases to consider.
(SKIPL) : Then s =skipand IV =T
Only (SKIP-,) can conclude iv).
(SKiP,) gives o) = 0.
So vii) and V111) holds by reflexivity of =, and ~}
vi) holds vacuously as R; = skip.
(VAR-AL) : Thens=z :=¢ for some z and e.
Also, pc T {e} IV : 7.
By Lemmas A.5 and 7.2, 01 ~} 05.
Two rules can conclude iv); Only (VAR-A-) and (E-E=).
Regardless of which is used, e is evaluated.
Let (0j,¢e) = (oc,, Ve,)-
By Lemma 7.8, V,, # o = VP, — (' Z{, 0o, =¢ 00, and o, ~L 00,
Since R; = e = Ve, =, V1) holds.
Case on Ve .- Three cases to consider (all other cases are either symmetric, or have a near-identical argument).
Ve, # @ # V.,: Then iv), for both j =1 and j = 2, was established through (VAR-A_,).
By this rule, a = ae [ — Vej].
By definition of e , O¢, El a;-, so by transitivity, vii) holds.
Case on Ivl(x).
IvI(z) [Z £: Then by definition of =, 0., =, 0}, so by transitivity, viii) holds.
Ivi(z) C ¢: Then since e is well-typed, |v|( ), pe, ' C IVI(z).
So Ivl(e) C Ivl(x), and therefore, V;l = Ve,.
Thus by definition of =4, o¢; =, cr , s0 by transitivity, viii) holds.
V., = e =1V,_,: Then iv), for both j =1 and j = 2, was established through (E-E-,).
By this rule, O'} = 0¢;-
So by reflexivity and transitivity of =, and ~}", vii) and viii) hold.
Ve, # e =1V,_,: Then iv) for j =1, resp. j = 2, was established through (VAR-A-), resp. (E-E=).
So, o] = 0., and 02 =0, [z — Ve,].
By definition of ~} (no class initialization status difference), o, ~F 0%, so by transitivity, vii) holds.
Since V,, # e = Vez, U IZA.
So vi) holds.
By i), Ivi(e), pe, ¢ T Ivi(z).
So Ivi(z) Z ¢.
Thus by definition of =, 0., =/ 07, so by transitivity, viii) holds.
(FIELD-AL) : Then s = C.x := e for some C, z and e.
Also, pc T {e} T, : L; and pc T, {e}I" : lc for some T, ¢, and ¢ such that ¢/ = ¢, U L.
By Lemmas A5 and 7.2, 51 ~° 05 and o1 ~} oo.
Three rules can conclude iv); (E-E-,), (FIELD-A-OK, ), and (FIELD-A-E-,).
Regardless of which is used, e is evaluated.
Let (0;,e) = (0c;, Ve;)-
By Lemma 7.8, V., + o= V63 = (. LV, 0cy =1 0¢, and o, Nge Ocy-
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By definition of ¢/, V., # e = V.. == (' [Z £ holds.
Case on V,, . Three cases to consider (all other cases are either symmetric, or have a near-identical argument).
Ve, = @ =V,,: Then iv), for both j =1 and j = 2, was established through (E-E-.).
By this rule, O'} = 0.
So by reflexivity and transitivity of =, and ~}", vii) and viii) hold.
Also, by (E-E=.), R; = e.
So vi) holds vacuously since R; = e = R.
Ve, # ® # V.,: Theniv), for both j = 1 and j = 2, was established through either (FIELD-OK=,) or (FIELD-E-,).
Regardless of which, C.z is evaluated.
Let <Ue_7- ,C.x) = <Uc_$j , Vc_$j>.
By Lemma 7.8, Vo., # 0 = Voo, = low UL, 0cay =0 0Ca, and 0., ~ 0,
By definition of ¢/, V.., # ® = Voz, = ¢ IZ £ holds.
Case on V(. Three cases to consider (all other cases are either symmetric, or have a near-identical
argument).
Vo.z, = @ = Vgt Then iv), for both j =1 and j = 2, was established through (FIELD-A-E.,).
By this rule, or;- =0C.a;-
So by reflexivity and transitivity of =; and ~} , vii) and viii) hold.
Also, by (FIELD-A-E-,), R; = e.
So vi) holds vacuously since Ry = e = Rs.
Veo.z, # ® # Veog,: Then iv), for both j =1 and j = 2, was established through (FIELD-OK.,).
By this rule, or;- =00.4,[Cx = Ve,].
By definition of ~}, 0C.a, ~1 0, so by transitivity, vii) holds.
Case on IVI(C.z).
IvI(C.xz) £ £: Then by definition of =/, 0c..; =¢ 09, so by transitivity, viii) holds.
IVI(C.z) T ¢ By i), Ivl(e), pc U L., ¢’ T IVI(C.x).
So Ivl(e) C IvI(C.z), and therefore, V., = V.,.
Thus by definition of =, 0., =¢ a;, so by transitivity, viii) holds.
Also, by (FIELD-A-E-,), R; = skip.
So vi) holds vacuously since Ry # o # Rs.
Voo, # 0 =Veoy,: Then iv), for j = 1, resp. j = 2, was established through (FIELD-A-OK.,), resp.
(FIELD-A-E_,).
So, 0] = 0¢.x, and o) = 004, [C.x — Vo).
By definition of ~} (no class initialization status difference), 0C.a; ~1 0%, so by transitivity, vii) holds.
Since VC.zl 7& L Vc,mz, fc z /.
So by definition of ¢/, ¢’ [Z ¢, so vi) holds.
By i), VI(e), pc U L., ¢ T I(C.x).
Since ¢c Z 4, WI(C.xz) Z ¢.
Thus by definition of =¢, 0c..; =¢ 03», so by transitivity, viii) holds.
Ve, # @ = V,,: Then iv), for j = 1, was established through either (FIELD-A-OK,.) or (FIELD-A-E.), and iv),
for j = 2, was established through (E-E-,).
So, o = oe,.
Since V., #e=1V,,, (. L L.
By definition of ¢/, ¢’ Z ¢, so vi) holds.
Regardless of which of (FIELD-A-OK=.) and (FIELD-A-E-,) were used to establish iv) for j = 1, C.x is
evaluated.
Let (0c,,C.z) = (0C.00, VO2s)-
Depending on the value of V¢ ,,, either 09 = 0¢ .4, OF 03 = 004, [C.x — Ve,].
Since C.z is evaluated under context pcLI/., we get by Lemmas 7.7 and 7.7 that o, N? o and 0., =¢ 0%,
regardless of which of these two possible instances of ¢ we have.
So, by reflexivity and transitivity of ~f" and =, vii) and viii) hold.
Inductive step: Induction hypothesis:
(IH,): Assume the result holds for all s’ structurally smaller than s.
We proceed by case on the typing of s.

(SEQ.) : Then s = s1; 85 for some s; and ss.
By Z), pc FT {51}F1 : El and pc [ 61 = Fl {SQ}P/ : fg, where ¢ = él (] gz.
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By Lemmas A.5 and 7.2, o, Ngl o9 and oy NE/ o9.

Two rules can conclude iv); (SEQ-OK_,) and (SEQ-E_,).

Regardless of which is used, s; is evaluated.

Let (0j,s1) = <051j,T51j>.

By (IH)S, Tbl 7é ® = 51 = £1 «z Z Os11 =0 Os1, and Os1, N};l Os1y-

By definition of ¢, Ts,, ;é o =T, = ('L {holds.

By Lemmas 7.3, 7.4 and 7.5, (}—dep I'1), (Fdep 031]) (T'1 Fdep aslj) and (Ferr aslj).

Case on TSl Three cases to consider (all other cases are either symmetric, or have a near-identical argument).
T, : Then iv), for j =1 and j = 2, was established through (SEQ-E..).

So, 0} = 05, ;-
Thus vii) and viii) hold.
Since Ry = @ = Ry, vi) holds vacuously.
Ts,, # e #Tg,,: Theniv), for j =1 and j = 2, was established through (SEQ-OK.,).
In both runs, s is evaluated.
Let (0s,,,52) = (0s,,, T, ,)-
By (SEQ-OK.,), 0j = 0, .
By (IH),, Ts,, #0=Ts,. = LY, 05, =105, and oy,, N; Osoye
Thus vii) and viii) hold.
By definition of ¢, T, # e =Ts,; = ¢ [Z { holds.
Since R; = Ts,,, vi) holds.
T, #e=Tg: Then iv), for j =1, resp. j = 2, was established through (SEQ-OK.,), resp. (SEQ-E_,).
So 04 =0,
Since Ty,, # e =1T5,,, {1 Z ¢, and thus ¢' IZ ¢, holds, so vi) holds.
The j = 1 run evaluates ss.
Let (05,,,52) = (052, Ts,,)-
We have o] = o,,.
Since ¢; Z £ holds, and therefore pc U ¢; Z ¢, by Lemmas ?? and ??, o5, , N? ot and oy, = of.
By reflexivity and transitivity of ~} and =/, vii) and viii) hold.

(IF) : Then s = if e then s; else sy for some ¢, s; and ss.
By i), pc - T'{e} Ty : £e and pc U Il(e) U le - To{sp} Tk : £ for k =1 and k = 2, with I" =T ©T'3 and
=0, Ul Ul
Three rules can conclude iv), for both j = 1 and j = 2; (E-E-,), (IF-F-,) and (IF-T=.).
Regardless of which is used, e is evaluated.
Let (0;,e) = (0c;, Ve;)-
By Lemma 7.8, V, 5£0—V;, = (. LY, 0., =¢ Oc, and o, ~ 50 Oey-
By Lemmas A.5 and 7.2, 0c, ~p* Oey, Oey ~y° O, and o, ~ ~ g, (since T £ TV and TS C T7°).
By definition of ¢/, V., # e = Ve, = ¢ Z ¢ holds.
By Lemmas 7.3, 7.4 and 7.5, (Faep I'0), (Fdep ¢, ), (T'o Fdep 0c;) and (Fer 0, ).
Case on Ve, - Three cases to consider (all other cases are either symmetric, or have a near-identical argument).
Ve, = @ =V,,: Then iv), for both j =1 and j = 2, was established through (E-E-.).
By this rule, crg = 0,
So by reflexivity and transitivity of =, and ~}", vii) and viii) hold.
Also, by (E-E=,), R; = e.
So vi) holds vacuously since R; = e = R,.
Ve, # @ # V.,: Then iv), for both j =1 and j = 2, was established through either (IF-F-,) or (IF-T).
The rule used depends on the value of Ve, Case on V.
Ve, = 0=1V,, Then iv), for both j =1 and j = 2, was established through (IF-F.).
In both runs, s, is evaluated.
So (o¢;,s2) = (0}, ;).
By (IH),, Rj #e=R; = (L {, 07 =¢ 05 and 07 ~ ~I" o4, so vii) and viii) hold.
Since ¢y T € vii) holds
Ve, # 0 # Ve, Then iv), for both j =1 and j = 2, was established through (IF-T-,).
In both runs, s; is evaluated.
So (o¢;,s1) = (0}, ;).
By (IH),, Rj #e=R; = {1 L{, 0y =¢ 05 and 07 ~ ~I" o4, so vii) and viii) hold.
Since ¢; T € vii) holds
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Ve, # 0 =V,, Then iv), for both j = 1, resp. j = 2, was established through either (IF-F) or (IF-T).
So <Uej75kj> = <O’;,Rj>, with &y 7é ko.
Since V., # V., and 0., =¢ 0.,, Ivl(e) IZ .
Since s; and s would both be run under context pcUlIvl(e) UZ,, we get from Lemmas 7.7 and 7.7 that
o, NEI o’ and 0., =, o', regardless of which of (IF-F-) and (IF-T-) is used to prove iv) for j = 1
and j = 2.
So vii) and viii) both hold.
By Lemma 7.6, we get that pc U Ivl(e) Ul T ¢;. So ¢/ £ ¢. Thus vi) holds.
Ve, # @ = V,,: Then iv), for j = 2, was established through (E-E=.), and iv), for j = 1, was established
through either (IF-F=) or (IF-T=).
So 04 = o,.
Since V., #e=1V,,, £, Z ¢ and ¢ [Z ¢, so vi) holds.
Also, (oe,, Sk, ) = (01, R1), with k; € {1,2}.
Since s; and s; would both be run under context pc U Ivl(e) U £., we get from Lemmas 7.7 and 7.7 that
ey, ~% ot and 0., = 0}, regardless of which of (IF-F) and (IF-T-) is used to prove iv) for j = 1.
So vii) and viii) both hold by reflexicity and transitivity of ~}" and =,.
(TRYy) : Then s = try s; catch s, for some s; and s..
By i), pcET{s}Ty: 4y and pc UL F T O T {sc}Tc: ¥/, with IV =T, © L.
Two rules can conclude iv), for both j = 1 and j = 2; (TRY-E=.) and (TRY-OK-.).
Regardless of which is used, s; is evaluated.
Let (0}, 81) = (0s,,, T5,,)-
By (IH)s' TSM # *= Tst,j = gt «Z [, Osi1 =L Osyo and Os41 Ngt Os5e
By Lemmas A5 and 7.2, o5, ~, " 04,,, 05,, ~}° 0s,, and o, ~ oy, (since TS C (T O TS, TS C (COTY)S,
IEC I’ and T§ CT°).
By Lemmas 7.3, 7.4 and 7.5, (Faep I't), (Fdep O'St]_), (Tt =dep astj) and (Ferr astj).
Since (T ©T:)* =T%, (Faep I ©T%), and (T O T [=dep astj).
Case on Tst] . Three cases to consider (all other cases are either symmetric, or have a near-identical argument).
Ts,, # ® #T,,,: Then iv), for both j =1 and j = 2, was established through (TRY-OK-,).
So 0} = 05, -
Thus vii) and viii) follow from reflexivity and transitivity of ~f" and =.
Since R; = Ts,, # e, vi) holds vacuously.
T;,, = ¢ =T,,: Then iv), for both j =1 and j = 2, was established through (TRY-E-,).
In both runs, s, is evaluated.
So (0s,,,5c) = (07, Rj).
By (IH),, R; #e=R; = ('L {, 0} =; 0} and o} ~,° 0}, so vi), vii) and viii) hold.
Ts,, # =T, Then iv), for j =1, resp. j = 2, was established through (TRY-OK.,), resp. (TRY-E-,).
So, 0} = 0s,,, R1 = T1 = skip and (oy,,, Sc) = (05, Ra2).
Since T,,, #o=1Ts,,, {; L L.
So by Lemma 7.6, if Ry = e, ¢/ [Z £. So vi) holds.
As for j = 1, since s, is evaluated under context pcLI¢;, we get from Lemmas 7.7 and 7.7 that o,,, NEC ol
and o,,, =¢ 0.
Since TS C TS and I's C T, o, ~} o holds.
So vii) and viii) both hold by reflexicity and transitivity of ~}  and =,.
(WHILE:) : Then § = while e do s, for some e and s.
Well-typing of arbitrarily long es-sequence:
By i), pc¢ T {e} T : ¢ and pe -1 {s} Tipy : 65,
where pc§ = pc UL, pef = pc UL, 1L LS U Ivl(e),
bh=1, 0 =0 UL0 0L,
i=0.n, (Tn, ) = (Cog1, lois),
0=0,T=Tgand I' = Q)_ T 0T
From this, and since the type system is deterministic,
we have for all £ > n that (ﬁ;«l@,) = (Cp 1,0l )
By transitivity, (I'y/, £},) = (T, £),).
So peg, Do {e} T < £, and peg, F T, {s} Dhig < 45, for k' > 0.
By Lemma 7.3, for all &' > 0, Fgep I'), and Faep Ty
Notation for sequence of es evaluations:
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Let j =1.2 and

nole , if k is even
=11 s , otherwise

Ojo = T30
(T tr) = (043 Rjp)

_ ‘/
Ojk+1 = ik

7ol Jif Ry = e
J skip ,if R;, =0

{ pes), , if k is even

Pk = pes_, s, - Otherwise
05 , if k is even
Ly = 2 .
I /o otherwise

I, — fk/2 , if k is even
Y I, s, »otherwise

I =Tk

Then e F Fk {t}c} F;c : fk

Also, £, € pcy, for all k> k.

Furthermore, ¢, C ¢, for all k.

Pairwise memory equivalence:

Like in the proof of Lemma 7.7 for s, we have that, for both j,

then o} = o} for the least k for which T}, is defined.

Note that T}, is defined for at least one value of &, by v).

To establish ¢} =; o and o} ~, o5, we first prove the following, for all k, assuming oy, =¢ o2 and

O1k ~y 02k
Olk4+1 = O2k4+1 N\ O1k4+1 ~p O2k+41 3)

To establish this, we will need to use
by, F Fk {tk} F;c : Zk }_dep Fk }_dep Ujk Fk ':dep Ujk I_err Ujk (1)

We have already established pc), - Ty {tx} '}, : £ and bqep T'y for all k.
We now establish tgep 0j,, I'x [=dep 0, and ke 0, for all k.
So, with k arbitrary, assuming (1), we must show

Fdep Ojgyr LThat Fdep Ojpir e Tigi 2)

(2) follows directly from Lemmas 7.4 and 7.5.

We now prove (3), for all k.

With k arbitrary, assume o1, =¢ o2y, 01 ~, o2 and (1).

By Lemma 7.8 for a (in case t;, = e), or (IH) (in case t;, = s),
O1k41 =¢ 02541 and O1p 11 ~p O2p41-

So (3) holds.

Component-wise memory equivalence under [Z ¢ contexts:
Another result that we will need is the following.

pck,ZE — Ojp :Zo—jk-k—l/\ajk Nfo—jk+1 (4-)

Assume (1).

Assume pc;, L /.

By Lemma 7.7,

Tjf =t Tjjyq ANA 0~ 0y

So (4) holds.

Towards vi), vii) and viii):

By Lemma 7.8 for q,

011 =¢ 021 and 017 ~, O2;.

By Lemma A8, 0;, =0} =0, for even k.
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Let k; be least such that T}, is defined.
Assume wlg. that k; < ko. ’
Two cases to consider:
ty, = s: Then Ry, = e; else contradicting the definition of T, .
Case on Ry,
Ry, = e: Then ky = ky =: k and o’ = 0.
So vii) and wiii) hold, and vi) holds vacuously.
Ry, = skip: Then by (IH), £, £ L.
Since f, T, 0/ [Z L.
So vi) holds (regardless of whether R; and R, differ or not).
For all k& > k1, since £y, C pcy, pey, L XL
By (4), 02k, =¢ 021, and oay, ~; o2y,
Thus o1, =¢ 09y, and o1y, ~, 025, -
So vii) and wviii) hold.
ty, = e: Then Ryy, € {0, o}
We prove the Ry, = 0 case, since the proof of the R;;, = e case is obtained by swapping the proofs of
the first two cases in the following case distinctions on Ryj, and Ray,.
Case on Ry, .
Ry, =0: Then ki = ky =: k and a‘; =0}
So vii) and wiii) hold, and vi) holds vacuously.
R2k1 = o Then k‘l = k‘g =: k and J;— = (Tj;Q.
So vii) and wviii) hold.
We also have ¢, £ /.
Since ¢, T ¢/, we get ¢’ L {.
So vi) holds.
Roy, & {0,e}: Then Ivi(e) IZ ¢; else contradicting o1y, =¢ o2y, -
Since Ry, =0, ty, =e, so k; is even.
Let k range over k; + 1 4 2m, for nonnegative integer m.
(So k ranges over all odd integers > k).
Then t; = s, for all k.
Since Ivl(e) C pcj, we get by (4) that o35 = 02,41 and oap ~, 02; .
Since we already have by Lemma A.8 that 0, = 0;) =0, , for even k,
we get 025, =¢ 02, and ooy, ~y O2p,-
By transitivity, o1y, =¢ 02k, and o1y, ~, O2k,-
So vii) and wviii) hold.
Case on ty,.
ty, = e: Case on Ryy,.
Ry, = 0: Then vi) holds vacuously.
Ry, = : Then, since o2y, =¢ 02y, and oo, ~, 02k,
since 02k, C O2kyr
and thus since 'y, Fdep 02,/
we get by Lemma 7.8 for a that ¢, Z L.
Since ¢, TV, 0/ L L.
So vi) holds.
g, = s: Then Ryy, = e; else contradicting that 75y, is defined.
Since Ivl(e) C pcy, and Ivi(e) £ ¢,
we get by Lemma 7.7 that ¢, £ 4.
Since {y, TV, ¢ IZ L.
So vi) holds.
This concludes the proof.



